The Role of Private Companies in Geopolitical Digital Conflicts

In today's interconnected world, the role of private technology companies in geopolitical conflicts
has become increasingly prominent. As a Federal Australian Senator, | am acutely aware of the
complexities that arise when the innovations of private enterprises intersect with the machinations
of international politics. This blog aims to dissect the responsibilities and ethical dilemmas faced by
these companies, particularly when their technologies are repurposed for agendas beyond their
original civilian intent.

The digital era has blurred the lines between civilian and military technology, leading to what Jacob
Helberg in "The Wires of War" describes as the use of "dual-use" technologies in the "Gray War"
(Helberg, p. xiv). These technologies, initially developed for civilian purposes, have found their way
into the arsenals of nation-states, employed in a range of activities from surveillance to cyber-
attacks.

One stark example is the case of Huawei and ZTE, which Helberg notes as being subordinate to the
Chinese government, with China’s National Intelligence Law mandating cooperation with state
intelligence work (Helberg, p. 43). The involvement of these companies in the construction of critical
digital infrastructure worldwide raises significant concerns about the potential for state surveillance
and interference.

This scenario poses a profound ethical dilemma for private companies. On the one hand, there is the
pursuit of innovation and market expansion; on the other, the risk of complicity in activities that may
undermine international security and human rights. Companies like Google, Facebook, and Twitter
have faced scrutiny for their roles in disseminating information and the potential manipulation of
their platforms for political ends.

The involvement of Cambridge Analytica in the 2016 US Presidential election is a case in point. The
company exploited Facebook data to influence voter behaviour, a situation that Jacob Helberg
describes as a misuse of data to encourage or discourage voting (Helberg, pp. 67-68). This incident
underscores the power of data and the responsibility of companies in managing this power.

As these companies navigate the geopolitical landscape, the question of regulation becomes
paramount. National governments and international bodies must grapple with how to oversee the
global operations of these tech giants. The European Union's General Data Protection Regulation
(GDPR) is an example of an attempt to regulate data privacy, but similar comprehensive frameworks
for digital security and ethical use are still lacking at a global level.



In Australia, the responsibility to address these challenges is both urgent and complex. Our approach
should be multi-faceted: Firstly, we need robust national laws that govern the use and export of
sensitive technologies. Secondly, we must foster a culture of ethical responsibility within the tech
industry. This includes encouraging companies to conduct thorough human rights impact
assessments before deploying their technologies in foreign markets.

Additionally, Australia should take a leading role in international forums to advocate for global norms
and standards in the digital domain. This involves working closely with allies and partners to develop
a shared understanding of the responsibilities of private companies in geopolitical conflicts.

Education and public awareness are also key. The Australian public, and indeed global citizens, must
be informed about the implications of their data usage and the potential risks involved in the digital
space. This awareness is a crucial step in building a resilient society in the face of evolving digital
threats.

The role of private technology companies in geopolitical digital conflicts is a nuanced and evolving
challenge. These companies, often caught between market ambitions and ethical considerations,
play a significant role in shaping the digital landscape. As policymakers, it is our duty to ensure that
this landscape is secure, ethical, and conducive to the preservation of international peace and
security. Through robust legislation, international cooperation, and a commitment to ethical
principles, we can navigate these challenges and ensure a safe and stable digital future.



